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Lecture topics� Why QoSfor TCP?� TCPandquality needs� Effectof QoSmechanismson TCP� Explicit CongestionNotification

Chaptersfrom book: none

TCP is elastic. . .� TCPis providesreliablebytestream

– window-basedflow control

– AIMD (AdaptiveIncrease,MultiplicativeDecrease)controlledcongestionwindow� probesavailablebandwidth� controlsnumberof packetsin network� Throughputdependson

– roundtrip time

– packet lossrate

Throughput(in segments)is somethinglike�������
	���������� �������� ��� (1)�
numberof segmentsin timeunit,

�����
roundtrip time,  window sizein segments.Equation1

is only approximatefor steady-stateanddoesnot hold for largepacket lossesor duringslow-start.

Numberof congestionsignals(droppedpacketsor multipleacks)dependson sizeof aflow andfor
eachsignalrateis halved. This resultstwo multiplicative effectsand ��� � � term[5, footnote6 on
pages4–5].

. . .usersarenot� TCPcanlivewith packet rateof 0.01Hz (
�

15bit/s)� Applicationsneedsomeminimumbandwidthto maintaintheir fidelity� Interactiveapplicationsneedminimumresponsetime
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Interacti veapplications� Interactiveapplicationsmustfollow 0.1/1/10rule [7, p. 135]

0.1s immediatefeedbackto user, to show userthatactioncommand(mouseclick, key press,voice)
wasreceived.

1s user’sworkflow is not interruptedif taskcompleteswithin onesecond.If taskis notcompleted,
then thereshouldbe at leastan indicator to show user that task is proceedingwith some
estimateof time to complete.

10s userlossesonesattentionto taskin questionif taskdoesnotcompletewithin 10seconds.User
eitherinterruptstaskor switchesto ananothertask.� Acceptableperformanceneeds

– smalldelay

– sufficientbandwidth

Transferring7KiB documentwithin 1susingHTTP
(a) (b)

minimumlink speed 64kbit/s 10Mbit/s
1-waydelay 4,4ms 198ms

TCPconnectionis establishedbut it is notclosed.Maximumsegmentsizeof 1500bytesis assumed
andslow startwith initial congestionwindow of two segments.Endsystemprocessingtimefor each
segmentis assumedto be0.1msin averageincludingtimeto processanddeliverHTTPrequestand
response.No segmentsarelost.

Themajordifferencebetweenthosetwo casesis causedby packetserialisationtimewhichtotalsto
0.98s in case(a) and0.006s in case(b). Averagenetwork utilisation is 61kbit/s in bothcases(as
equalsegmentsastransmitted).� InteractiveTCPapplicationsdo needsomeperformanceassurance� Availablebandwidthis themostimportant� Delayshouldnot vary too muchor exceedsomelimit

Partially interactiveapplications� Applicationis controlledby a humanoperator, but transfertakesplacein background

– FTPtransfers

– emailMUA-MTA (mail useragent– mail transferagent)communications� Much longertransfertimesaretolerated� Someupperlimit for total transfertime, dependson application: few minutesfor email, half an
hourfor FTP

Non-interactive communications� Communicationbetweenendhosts� Eachongoingcommunicationtakessomeresourcesfrom endsystem� Applicationtimeouts[1]

FTP servercommandtimeoutof 5 minutes

SMTP per commandtimeout2–10minutes(dependingon command),per sessiontimeoutof an
hour

DNS default timeout5 secondswith exponentialback-off (up to oneminute)� Theremaybe“userbehind”waiting for email,for example� Evenlongertimestolerated
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How lossand delayaffect� Bothdecreasethroughput� Lossrate�
1% very little effect� 20% throughputvery low� Delay

– at longerdelayswindow sizeis limiting factor� Oneapproximationof bandwidth

� �!���"	$#%%& ������� ������(' )+*,.-./10 �2�"	�� � �43 ' , *5 � �76 � - 398 � );:
<;==> (2)

[8]

Lossand maximum window
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Thr oughput: lossand round trip time
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FastRetransmit / FastRecovery

If a segmentis lostA gapin bytesequence� Receiverackslastbyteof continuous?sequence,if receivesbytesafterholeA segmentlossis identifiedby 3 duplicates� RetransmitTimeoutif window sizesmall,becausethereareno segmentsin flight to triggerdupli-
cateacks

1. BCBCDFE4GHB4I ?!�KJMLONMPRQTSTU IVDXW S
Y G � 8V�C8 W[Z\WOW^]
2. retransmitof lost, _H`^a1b ? BCBCDFE4GHB4I - 3 W[Z\WOW
3. for eachduplicatereceived _H`^a1b ? _;`^acb - WOZ\W[W
4. continuesendingif _;`^acb andreceiverwindow allows

5. set _;`^acb ? BCBCDFE4GHB4I whennew datais acknowledged

SEQ=2,ACK=1001
SEQ=1462,ACK=1001
SEQ=2922,ACK=1001
SEQ=4382,ACK=1001
SEQ=5842,ACK=1001
SEQ=7302,ACK=1001
SEQ=8762,ACK=1001

SEQ=10222,ACK=1001
SEQ=11682,ACK=1001

SEQ=1001, ACK=2922,WIN=16000

SEQ=1001, ACK=5842,WIN=16000

SEQ=1001, ACK=5842,WIN=16000
SEQ=1001, ACK=5842,WIN=16000
SEQ=1001, ACK=5842,WIN=16000SEQ=13142,ACK=1001

SEQ=14602,ACK=1001
SEQ=5842,ACK=1001

cwnd=16000

cwnd=16113

cwnd=16245

ssthresh=16000

ssthresh=5110
cwnd=9490

SEQ=1001, ACK=5842,WIN=16000
SEQ=1001, ACK=5842,WIN=16000
SEQ=1001, ACK=5842,WIN=16000
SEQ=1001, ACK=16062,WIN=16000

SEQ=16062,ACK=1001

ruuhkaikkuna täynnä

cwnd=5110

TCP and QoSmarking� TCPburstyby design� For eachack,availablewindow is sent� Burstmayexceedallowedburst sizeA Tail of burstsgetsmarkedout-profileA Lossof multiple segmentsA PossiblyRetransmitTimeout
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Partial ACK� With a large
PdQeSTU IfDgW S
Y G theremaybeseveralholesA anew fastrecovery for eachholeA _H`^a1b reducedfor each,maybetoo much� Reduceonly oncefor each

PdQeSTU IfDgW S
Y G� Still problemsidentifyingwhich segment(s)to resend

Selective Acknowledgement� Helpsto identify lostsegments[6]� UseagreedonSYN-segmentswith TCP Sack-Permitted Option� In caseof loss,receiversendsACK (asnormal),andapartiallist (TCPmaximumoptionsizeof 40
bytesallows4 blocks;3 if Timestampoptionis used)of somesegmentsreceived� First block includesSACK relevantfor this ACK� Receivermay drop somedatathatis SACKedbut not ACKed� D-SACK (DuplicateSACK [4]) reportsduplicatesreceivedA info aboutspuriousretransmits

Elephantsand mices

Elephant A flow which lastsfor a long time andhasmany bytesin it� terminalsessions� usenetnewsserver-servertraffic� databasesynchronisationA steady-statecommunication

Mice Short-livedflow with only few segments� HTTP requests� DNS (on top of UDP)A only in slow-startphaseA doesnot reactto congestioncontrol,unfairness� majority of flows;andof bytes

Should connectionsbe limited?� Limit numberof TCPconnectionsat link

– guaranteeminimumbandwidth

– with high loss,goodputratelow� Limit maximumflow speed

– if a flow takesa greatpartitionof link capacity, slow it

– chargeonly high-bandwidthflows

– go aroundby usingmultiple TCPflowsA limit by host,network.. .� Reportcongestionto edgeroutersto enforcepolicing for misbehaving flows� Someutility, howeverproblemswith

1. scalability

2. fairness

3. accuracy
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Activequeuemanagement� RED (RandomEarly Detection)dropspacketevenif queuenot full

– statisticaldropping

– aim to avoid synchronisationof flows� Packetdropcrudesignal of congestion

– deliveredpackethasbetterutility thandropped� hasalreadyusedsomenetwork resources� betterfidelity without retransmissions� TCPmustwait for multiple packetsbeforeit candistinguishbetweenreorderanddrop� Somebetterindicationneeded

Signalsof Congestion

IP ICMP SourceQuench� routersendsif its resourcesareexhausted[3]� sendermust limit transmissionrate;for TCPreactas

– retransmissiontimeouthadoccured[2], or

– cut congestionwindow into half asin FastRetransmit� addstraffic to congestednetworkA needsratelimiting� fastfeedback:lessthanRTT

Packet networks DECbit[12]� a bit is setby averagequeuesize� if morethanhalf of packetshavebit setA decreasecongestionwindow multiplicatively, otherwiseincreaseadditively

Frame Relay FECN/BECN� basedon virtual channels,setupby signallingor network management� FECNsetif packetexperiencedcongestionin transit� BECN setif congestionin reversedirection

IP Explicit CongestionNotification� Possibilityto indicatecongestionin network by markingpackets[11]A no traffic added� InternetroutesasymmetricA recipientmustecho;needssupportin bothendsystemsA delayof RTT� If transportprotocolis ECN capable, it maysetECTbit ECNCapableTransport� If routerwould drop andECT is setA routersetsCE bit (CongestionExperienced)� Transportprotocolmust reactif packethadbeen drop

TCP reducecongestionwindow

VoIP reducesendingrate;possiblyusinghighercompressionrates

multicast selectstreamwith lower rate, if thereis oneavailable (as shouldbe becauseECN is
activated)
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� RedefinedToSfield
0 1 2 3 4 5 6 7

DS field, DSCP ECN field� ECN codepoints

0 0 Not-ECT
0 1 ECT(1)(ECN-CapableTransport)
1 0 ECT(0)
1 1 CE (CongestionExperienced)

Olderspecification[10] usedECT bit (bit 6) to indicateECT andif congestionwasexperienced,
CE bit (bit 7) wasset.Value“01” (currentlyECT(1))wasnot defined.

Useof two differentECT valuescanserve 1-bit nonceto protectendsystemsfrom misbehaving
network elements.

TCP and ECN0
0 1 2 3 4 5 6 7 8 9

1
0 1 2 3 4 5 6 7 8 9

2
0 1 2 3 4 5 6 7 8 9

3
0 1

Data
Offset Reserved

C
W
R

E
C
E

U
R
G

A
C
K

P
S
H

R
S
T

S
Y
N

F
I
N

Window� Usenegotiatedat connectionsetup

1. connectioninitiator setsCWR (CongestionWindow Reduced)andECE(ECN-echo)bits

2. recipientreplieswith CWR clearandECEset

3. connectionmayuseCEcodepoint

Notethatuseof ECN differsfrom otherTCPextensionusingoptions.This mayresultsomeprob-
lemswith non-compliantfirewallsandendsystems.� Congestionsignalledoncefor RTT

1. receivesTCPsegmentwith CE bit set,setsECEbit for all TCPsegmentit sends

2. receivesTCPsegmentwith ECEbit set,reducescongestionwindow andsetsCWRbit; ignores
ECEuntil next RTT

3. receivesTCPsegmentwith CWR bit set,stopssettingECEbit

Possibleproblemsin ECN� Unresponsivehosts

– hostmayreportit honoursECNA packetnot droppedbut marked

– ignoresCE,doesnot reducerate

– host can behave badly without ECN by increasingsendingrate with FEC (Forward Error
Correction)� Feedbackdelay

– asymmetricrouting;a routermaynotseeotherdirection� IP tunnels;IPSec

– DS byte“volatile” (notcoveredby AH or ESPheaders)

– in tunnelmodeIPSecouterheaderdiscardedat endof tunnel

– shouldECNor DiffServcodepointsbecopiedto innerheader?

– dependson situationA ECN Tunnelattributefor IPSecSA (SecurityAssociation)� TCPspecification
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If anincomingsegmenthasa securitylevel, or compartment,or precedencewhich does
not exactly matchthe level, andcompartment,andprecedencerequestedfor the con-
nection,a resetis sentandconnectiongoesto the CLOSEDstate. The resettakesits
sequencenumberfrom theACK field of theincomingsegment.[9, p. 37]

– problemswith bothDiffServandECN

– only few implementationscheckfor thoseA TCPupdatedin RFC2873to ignoreprecedence[13]

Summary� While elastic,TCPneedsomeQoS� Burstylossesbad;especiallywith smallwindow� ECM providesgentlersignalof congestion
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